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WORK EXPERIENCE
Security Analyst Kuala Lumpur, Malaysia
Asia Pacific University of Technology & Innovation Jan 2024 - April 2024

« Conducted vulnerability assessments and penetration testing on university lab devices.
- |dentified and resolved two critical vulnerabilities, preventing potential disruptions.

« Formulated strategic recommendations to mitigate identified vulnerabilities.

« Compiled detailed reports documenting findings and suggested remediation actions.

Kuala Lumpur, Malaysia

IT Intern - LAB Security Analyst Sep 2023 - Jan 2024

Asia Pacific University of Technology & Innovation
» Collaborated with teams to deeply understand products for precise documentation.
« Write easy-to-understand user interface text, online help, and developer guides.

« Conduct penetration testing on APU technology lab environment.
« Provide suggestion and improvement within APU technology lab environment.

Security Operations Center (SOC) Analyst Kuala Lumpur, Malaysia
Asia Pacific University of Technology & Innovation Apr 2023 - July 2023
« Monitored event logs across networks, systems, and devices for unusual activity.
« Reviewed and categorized security alerts and potential threats.
« Conducted active monitoring and collaborated with team leads and SOC Manager.
« Experienced with SIEM (MSSGard), including content creation and reporting.

EDUCATION

Asia Pacific University (Malaysia) \ De MontFort University (UK) Kuala Lumpur, Malaysia
B.Sc. (Hons) in Cyber Security - Dual Degree Awarded Sep 2021 - Aug 2024

« Degree and transcript jointly awarded by APU (Malaysia) and DMU (UK)

New World International School Al Khobar, Saudi Arabia
High School Diploma Sep 2014 - June 2021

CERTIFICATION

« Red Hat System Administration (RH124) | Red Hat Sep 2024
« SOC Analyst Learning Path | LetsDefend July 2024
« Junior Penetration Tester (eJPT) | eLearnSecurity May 2024
« INE Certified Cloud Associate (ICCA) | INE May 2024
. Google Cyber security Professional Certificate | Google Mar 2024
. Switching, Routing, and Wireless Essentials | Cisco Jan 2023
« Introduction to Networking | Cisco Jan 2022
SKILLS

Technical Skills
« Vulnerability Assessment | Penetration Testing | SOC Analysis
« Network Security | Incident Response | Linux (Red Hat)
» Tools: Kubernetes, Docker, Nessus, Metasploit, Burp Suite, Elastic , Snort, Splunk, Yara


https://muntazirmehdi.com/
https://linkedin.com/in/muntazir-security

